
Use of Fundamental Security 
Design Principles to Design or 
Evaluate Security Products

Eight proposed in 1975 by Saltzer and Schroeder
NSA/DHS later augmented the list with five additional principles



◉ Economy of Mechanism
○ Security measures embodied in hardware AND software should be as simple as 

possible
○ Easier to test, less vulnerabilities
○ Most difficult to honor. Constant demand for new features

◉ Fail-Safe Defaults
○ Access should be based on permission rather than exclusion
○ Fail by refusing permission

◉ Complete Mediation
○ Every Access should be checked against the access control mechanism

◉ Open Design
○ Design of the security mechanism should be open rather than secret
○ Encryptions keys remain private but the encryption algorithms should be open



◉ Separation of Privilege
○ Multifactor user authentication
○ Mitigates potential damage from an attack

◉ Least Privilege
○ Least privileges necessary to perform task
○ Role Based Access Control (RBAC)

◉ Least Common Mechanism
○ Minimize functions shared by different users
○ Reduce number of unintended communication paths

◉ Psychological Acceptability
○ Minimal obstruction to users
○ Has to make sense to user



NSA/DHS have augmented this 
list with 5 new principles:

◉ Isolation
○ Public access systems should be isolated from critical resources
○ Processes and files of individual users should be isolated from one another
○ Should be isolated in the sense of preventing access to those mechanisms

◉ Encapsulation
○ Form of isolation based on object-oriented functionality
○ Internal structure of a data object is accessible only to the procedures of the 

protected subsystem



◉ Modularity
○ Development of security functions as separate, protected modules
○ Many applications make use of cryptographic functions. Rather than 

implementing such functions in each application, modularity says to develop 
a common cryptographic module that can be invoked.

◉ Layering
○ Multiple, overlapping protection approaches
○ Defense in depth

◉ Least Astonishment
○ Program or UI should always respond as expected
○ Should be intuitive



A Contemporary Look at 
Saltzer and Schroeder’s 
1975 Design Principles



Saltzer and Schroeder’s List

◉ Economy of mechanism
◉ Fail-safe defaults
◉ Complete mediation
◉ Open design
◉ Separation of privilege
◉ Least privilege
◉ Least common mechanism
◉ Psychological acceptability



Saltzer and Kaashoek’s List
Principles of Computer System Design - newly stated/ new principles in addition to 1975 principles 

◉ Minimize secrets
○ Secrets should be few and changeable, but they should also maximize entropy, and thus 

increase an attacker’s work factor.
◉  Adopt sweeping simplifications

○ This restatement acknowledges how hopelessly complex modern systems are
◉ Least astonishment

○ aims to make security mechanisms comprehensible and fit efficiently into users’ 
activities. 

◉ Design for iteration
○ This is an important first step toward incorporating continuous improvement as 

a design principle.



Smith’s Principles

Elementary Information Security - tools to highlight important concepts.

Requirements:

◉ Form a memorable phrase
◉ Reflect the state of current of practice
◉ Be important enough to appear repeatedly as 

new materials are covered 



Smith’s 8 principles
◉ Continuous improvement

○ Continuously assess how to achieve objective and make changes to reach results.

○ “Continuous improvement cycles”

◉ Least privilege
○ Provide people and other entities with the minimum number of privileges necessary to allow 

them to perform their role in the system.

◉ Defense in depth
○ Build a system with independent security layers so that an attacker must defeat multiple security 

measures for the attack to succeed. 

◉ Open design
○ Build a security mechanism whose design doesn’t need to be secret. 



Smith’s 8 principles
◉ Chain in control 

○ Ensure that trustworthy software is being executed or that the software’s behavior is 

restricted to enforce the intended security policy.

○ evidence must always be held by a trustworthy party or be physically secured.

◉ Deny by default - variant of fail-safe
○ Grant no accesses except those specifically established in security rules. 

◉ Transitive trust
○  If A trusts B and B trusts C, then A also trusts C. In a sense, this is an inverted 

statement of the least common mechanism, but it states the problem in a simpler 

way.

◉ Separation of Duty
○ Decompose a critical task into separate elements performed by separate individuals 

or entities.



3 principles omitted

Three of the 1975 principles don’t play a central role in modern 
information security practice: 

◉ Simplicity
○ there is no real market for simplicity in modern computing

◉ Complete mediation
○ sensible obsolete view of security decision making.

◉ Psychological acceptability



Conclusion

“ Many information security design decisions through the 1980s were driven by the high cost of individual 
computer systems. Mutually suspicious users had to share mechanisms because providing separate 
computing resources was too expensive. As computing systems evolved and prices fell, sharing turned 
expensive.”

◉ Saltzer and Schroeder principles
○ Educational tools
○ Simplicity helps students to build an understanding of complex reality.
○ List might never be complete



Design Principles and 
Guidelines for Security



Structure

◉ Structural design principles affect the fundamental 
architecture of the system

◉ These principles determine how each piece of the 
system relates to another



Clear Abstractions

◉ The principle of clear abstractions states that a system 
should have simple, well-defined interfaces and 
functions that provide a consistent and intuitive view 
of the data and how it is managed



Modularity

◉ For the design of secure systems, modular 
refinement based on trustworthiness, 
privilege, or security policy provides strength 
and clarity to a design



Least Common Mechanism

•The principle of least common mechanism states that, if 
multiple components in the system require the same 
function or mechanism, the function or mechanism should 
be factored into a single mechanism that can be shared. 
Thus, reducing redundancy

•Examples of the application of this principle include device 
drivers, libraries, and operating system resource manage



Least Common Mechanism

◉ Using this least common mechanism will help minimize 
complexity of the system by avoiding duplicate 
mechanisms. 

◉ Benefits maintainability since the modifications to the 
common function only need be performed once. 



Efficiently Mediated Access

◉ The principle of efficiently mediated access states that 
policy-enforcement mechanisms should utilize the least common 
mechanism available while meeting system flexibility requirements.

◉ Example, use of available hardware memory management 
mechanisms to implement various access control functions.



Minimized Sharing

◉ A conservative assumption must be that every complex system will 
contain vulnerabilities, and it will be impossible to eliminate all of them

◉ The corollary of reduced complexity states that the simpler a system 
is, the fewer vulnerabilities it will have.

◉ An example of this is a bank autoteller, which, due to the simplicity of 
its interface, has relatively few functional security vulnerabilities 
compared to many other widely used security mechanisms.



Thanks!


